GDPR
GUIDE
gdpr guide-front cover.indd 1

18/05/2018 10:09

Preparing for the
General Data Protection
Regulation (GDPR)
ATA PROTECTION LAW
is changing on 25 May
2018. The General Data
Protection Regulation
(GDPR) (Regulation (EU)
2016/679) is a regulation by
which the European Parliament, the Council
of the European Union and the European
Commission intend to strengthen and unify
data protection for all individuals within the
European Union (EU).
But is this a development the average ADI
business needs to be bothered about?
Any company, big or small, will need to
be aware of the new regulations regarding
the secure collection, storage and usage of
personal information and how they relate to
their business. But the good news is that the
GDPR recognises that smaller businesses
require different treatment to large or public
enterprises.
Before we look at exactly what GDPR is ,
it’s useful first to look at what Data Protection
means to a small business in general. The
advent of GDPR, though not in itself arguably
being, in practice, a massive impact to a
very small businesses (i.e. businesses with
less than 250 employees), it should be seen
as a wider wake up call to all organisations
in considering how they obtain, store and
process information about their customers.
Data protection is fundamentally about
looking after the information you hold on
existing customers, potential customers you
may be wishing to target through marketing
activity or past customers whose information
you still retain. As most ADI businesses
maintain records of pupil contacts, you
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are governed by and subject to the data
protection legislation.
Under the Data Protection Act, you must:
•
only collect information that you
need for a specific purpose;
•
keep it secure;
•
ensure it is relevant and up to date;
•
only hold as much as you need, and
only for as long as you need it; and
•
allow the subject of the information
to see it on request.
If you carry out telephone, email or other
electronic marketing (i.e. email or social
media campaigns sent to specific contacts)
then you need to comply with the Privacy and
Electronics Communications Regulations.
Back to GDPR itself and how that changes
anything in your world. On the face of it, it
can be argued that GDPR will not have a
massive impact on the average independent
driving school - Article 30 of the regulation
declares that organisations with fewer
than 250 employees will not be bound by
GDPR. However, looking in detail at the key
stipulations of GDPR, there are still some
areas of the new regulations which could
affect particularly larger schools:
For example, one stipulation is that GDPR
will also apply to small businesses under
250 employees if the processing carried out
is likely to result in a risk to the rights and
freedoms of data subjects, the processing is
not occasional, or the processing includes
special categories of data (as defined in
GDPR Article 9). This stipulation is possibly
relevant to the ADI industry. Most driving
schools will certainly be less than 250
employees – however it may be that those

smaller entities could still be processing
data which is deemed a risk to the rights and
freedoms of the data subjects (i.e. pupils/
customers) and the processing is regular
(i.e their data is used regularly). For example
if you are heavily concentrated in the Fleet
market (or in the management of ADI trainees
or franchisees), and you hold licencing and
DBS check information on them – particularly
electronically – you need to look at how you
manage this sensitive data.
GDPR, if anything to this sector, is an
opportunity to look at what data you are
responsible for in your business and how you
are meeting your responsibilities with regards
to data protection regulations. Over the next
pages we’ve included some further useful
checkpoints from ICO.
As a part of good business practice, here
at DIA, we advise all members to register
as a data controller with the Information
Commissioner’s Office – especially if you
process customer data electronically.
If you are not sure if you need to register
with the ICO you can complete their
registration self-assessment online. Failure
to register with ICO (if you are not deemed
to be an exempt business) is deemed to be a
criminal offence and can result in fines of up
to £5000.
Registration costs around £35 a year but
delivers the bigger value of knowing you
have at least complied with the registration
requirements for a business which processes
customer data - and also the benefit of lots
of information and advice on data protection
issues (i.e. a hot topic in our industry – the
use of in-car cameras).
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12 steps to take now...
2.

1.

AWARENESS
You should make sure that decision makers and key people
in your organisation are aware that the law is changing to the
GDPR. They need to appreciate the impact this is likely to have.

INFORMATION YOU HOLD
You should document what personal data you hold, where
it came from and who you share it with. You may need to
organise an information audit.

3.
COMMUNICATING
PRIVACY
INFORMATION

5.

You should review your current privacy
notices and put a plan in place for making
any necessary changes in time for GDPR
implementation.

INDIVIDUAL’S RIGHTS

4.

You should check your procedures to ensure they cover all the rights
individuals have, including how you would delete personal data or provide
data electronically and in a commonly used format.
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SUBJECT ACCESS
REQUESTS
You should update your
procedures and plan how you
will handle requests within the
new timescales and provide any
additional information.
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CONSENT
You should review how you seek, record and manage consent and
whether you need to make any changes. Refresh existing consents
now if they don’t meet the GDPR standard.

LAWFUL BASIS
FOR PROCESSING
PERSONAL DATA

CHILDREN

8.

You should start thinking now about
whether you, need to put systems in place
to verify individuals’ ages and to obtain
parental or guardian consent for any data
processing activity.

You should identify the lawful basis
for your processing activity in the
GDPR, document it and update
your privacy notice to explain it.

9.

10.
DATA PROTECTION BY
DESIGN AND DATA PROTECTION
IMPACT ASSESSMENTS
You should familiarise yourself now with the ICO’s code
of practice on Privacy Impact Assessments as well as the
latest guidane from the Artical 29 Working Party, and work
out how and when to implement them in your organisation.

11.
DATA PROTECTION OFFICERS
You should designate someone to take responsibility for
data protection compliance and assess where this role
will sit within your organisation’s structure and governance
arrangements. You should consider whether you are
required to formally designate a Data Protection Officer.
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DATA BREACHES
You should make sure you have the right procedures in place
to detect, report and investigate a personal data breach.

12.
DATA PROTECTION
OFFICERS
If your organisation operates in more than one
EU member state (ie you carry out cross-border
processing), you should determine your lead
data protection supervisory authority. Article 29
Working Party guidelines will help you do this.
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A brief guide to data
protection for small
businesses

Drawing on advice from the Information Commissioner’s Office (ICO) we look
at why complying with Data Protection regulation is an important factor in
protecting your business, your customers and your professional standing
WHAT’S THE DATA PROTECTION ACT
ALL ABOUT?
The Data Protection Act 1998 (the Act) aims
to promote high standards in the handling
of personal information and so protect the
individual’s right to privacy – the individuals
being your pupils and any customer’s (past
and present) whose information you hold and
process in any way.
The Act applies to firms holding
information about living individuals in
electronic format and, in some cases, on
paper.
They must follow the eight data protection
principles of good information handling.
These say that personal information must be:
•
•
•
•
•
•
•
•

fairly and lawfully processed;
processed for specified purposes;
adequate, relevant and not excessive;
accurate and, where necessary, kept
up to date;
not kept for longer than is necessary;
processed in line with the rights of the
individual;
kept secure; and
not transferred to countries outside
the European Economic Area unless
the information is adequately
protected.

WHAT SORT OF PERSONAL
INFORMATION IS COVERED BY THE
ACT?
Broadly, the Act covers any information that
relates to living individuals which is held on
computer.
For example, this may include information
such as name, address, date of birth and
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opinions about the individual or any other
information from which the individual can
be identified. This list does not include all
the information that is covered by the Act.
For a complete definition, please see ICO’s
guidance on ‘Determining what is personal
data’ and ‘Frequently asked questions about
relevant filing systems’.
WHAT SORT OF PROCESSING IS
COVERED BY THE ACT?
Broadly, the processing of personal
information includes obtaining, disclosing,
recording, holding, using, erasing or
destroying personal information.
The definition is very wide and will cover
virtually any action which is carried out on
computer – and remember the definition of
computer is broad enough to encompass
tablets, smartphones etc.
To see a complete definition of processing,
please see the Guide to data protection,
available at; https://ico.org.uk/fororganisations/guide-to-data-protection/
WHAT IF I PROCESS INFORMATION
ABOUT INDIVIDUALS?
The DPA requires the Information
Commissioner to maintain a register of:
•
certain data controllers (broadly
speaking, firms and others who
are responsible for processing
information); and

•

the purposes for which they use
personal information.

If you hold and process information about
individuals who are customers, employees,
suppliers, clients or other members of the
public, you may need to record that on the
register. This is called ‘notification’.
You can consult the register online on
the ICO website to find out what processing
of personal information is carried out by a
particular data controller.
DO I NEED TO NOTIFY?
Not everyone has to notify – for example, you
may not need to notify if you only process
personal information for core business
purposes such as your own marketing, staff
administration and accounting. You can
check if you need to notify by using ICO’s
self assessment guide on their website.
We have previously checked with ICO and
they strongly recommend driving schools
should notify.
You can also check with ICO Registration
Helpline on 0303 123 1113.
You do need to notify if you process
personal information for purposes such as
accounting or auditing, crime prevention
and prosecution of offenders, pensions
administration, mortgage/insurance broking
or insurance administration.
There is a standard annual fee of £35 for
notification.

18% (almost 1 in 5) of small businesses
are not aware of GDPR
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WHAT IF SOMEONE ASKS ME FOR THEIR INFORMATION?
Individuals have a right under the Act to get a copy from you of the information you hold about
them on computer and in some manual filing systems. This is known as the right of subject
access.
If you do receive a subject access request, you must respond promptly and at most in 40
days after you received it although you are entitled to ask for any information you reasonably
require to check the person’s identity and find the details you want. You can charge a fee of
up to £10 for responding to a request. However, when you have the information and fee, you
should send the individual a copy of the personal information you hold on them, and certain
other details of your processing.
There are some circumstances when you need not supply personal information and there
are also circumstances when you need not give information about other people.
For more advice see ICO’s Subject access code of practice Checklist on their website.
WHY SHOULD I COMPLY WITH THE ACT?
First, because it’s a legal requirement. However, it also makes good business sense.
For example:
•
Keeping the information you have about your customers secure will help protect your
and their information. It could also protect you against claims for damages.
•
Sending out a mailing from incorrect or out-of-date records could not only annoy your
customers but also wastes your time and money.
•
Good information handling can improve your business’s reputation by increasing
customer and employee confidence in you.
•
Good information handling should also reduce the risk of a complaint being made
against you. Every day members of the public contact the Information Commissioner
with enquiries about the way their information is handled. They can also ask the
Information Commissioner to assess whether particular processing is likely or unlikely
to comply with the Act.
WHAT RIGHTS DO PEOPLE HAVE TO CORRECT INFORMATION?
The Act also gives us all certain rights as individuals, including the right to see information that
is held about us and to have it corrected if it’s wrong.
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WHAT HAPPENS IF I DON’T COMPLY?
Failure to notify or renew a notification when you are not
exempt from notifying is a criminal offence, punishable by a
fine of up to £5,000.
The Information Commissioner can also take enforcement
action to make you bring your processing into line with the
principles.
Failure to comply with an enforcement notice is also a
criminal offence, punishable by a fine of up to £5,000.
The Commissioner also has the power to impose a
monetary penalty of up to £500,000 in cases where a breach
of the DPA was likely to cause substantial damage or distress
and the data controller has failed to take reasonable steps to
prevent it. An individual may seek compensation through the
courts for any damage suffered. Your business’s reputation
and finances could be affected.
DIA’s Professional Indemnity policy (which is included in
your membership as strandard) can assist in certain cases
pertaining to breaches of data protection regulation. Always
call us for advice if you found yourself implicated in such an
issue.
WHAT MUST I DO?
1.

You need to make sure that you and all your staff follow
the eight data protection principles. These principles are
central to the DPA, and everyone who handles personal
information must abide by them. ICO publishes a number
of simple checklists that will help you to do this on their
website.
You also need to find out whether you need to notify the
Commissioner of certain details about your processing.

2.

MORE INFORMATION
If you need any more information about this or any other
aspect of data protection, please Contact us: the ICO website
www.ico.org.uk.

WATCH OUT! GDPR IS
COMING.
The Data Protection Act 1998 will be replaced by the
General Data Protection Regulations on 25 May 2018.
GDPR applies to every business that collects, stores
and uses personal data relating to customers, staff or
other individuals. You should review any existing data
protection systems, policies and procedures to take
account of the changes to the existing rules.
The Information Commissioner’s Office (ICO)
has produced a toolkit aimed at small and medium
sized organisations to help them work out if they are
complying with the Data Protection Act and how to
comply with GDPR. The toolkit contains checklists on:
•
•
•
•
•
•
•
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Data protection assurance
Getting ready for the upcoming General Data
Protection Regulation
Information security
Direct marketing
Records management
Data sharing and subject access
CCTV
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General Data Protection (GDPR)
- FSB’s 12 point checklist for small businesses
The General Data Protection Regulation (GDPR) is the new regulation coming into force on 25 May 2018. As a small business, you will more
than likely have to change something about the way you do your business because of the changes. To help you prepare, we have created a
simple checklist that outlines some of the changes and the steps you can take to prepare for them. More detailed information is available at fsb.
org.uk and ICO.org.uk.

2

1
Audit time

Get aware

Do an internal audit to determine what
data you have, how you use it and where
the data goes.

Famillarise yourself and your staff with GPDR
and how it will impact your business. Make
sure your procdedures deliver the rights it gives
individuals.

4

3
Record it

Make sure all your data security, handling and
processing arrangements are set out in written
policies of procedures. Be sure to update these
regularly.

Delete it

Make sure you safely and securely delete
any data you don’t need or use.

5
Keep it under lock
and key
Make sure your systems store
personal data properly and securely
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6
Give me access

Prepare a plan or policy for handling subject access requests to make
sure you are ready if someone asks to see their data held by you.
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8

7
Secure it
Prepare a security framework and an emergency preparedness
plan that outlines how personal data is handled and what to do
in the event of a breach.

10

Policy review

Review and amend your privacy policies for your
customers and suppliers.

9
Choose a lead

If you can, designate a dedicated data protection staff
member who takes responsibility for data protection
compliance.

11

Review how you seek, record and manage consent and
whether you need to make any changes. People must be
able to opt-in and have an easy way of opting out.

12
Age matters

If your business collects children’s data, make sure
you put systems in place to obtain parental or guardian
consent when needed.
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Consent review

Cross-border processing

If you work across borders, find out who your main
supervisory authority is and keep this information
accessible.
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GDPR Overview for
Training Providers
Need help wrapping your head around the latest GDPR? C
B
provides a
helpful insight into how it affects you as a driver training business
IN APRIL 2016, the General Data Protection Regulation (GDPR) was
adopted by the European Parliament, Council of the European Union
and the European Commission.The regulation will strengthen and
ensure a more robust management of personal data for individuals
within the European Union. The GDPR aims primarily to give control
back to individuals over their personal data and to simplify the
regulatory environment for international business by unifying the
regulation within the EU.
On 25 May 2018, GDPR takes effect and will become fully
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enforceable. We recommend if have not already done so; all training
businesses register with the Information Commissioners Office
(ICO). Registration fees have not been confirmed at this time, but are
expected to be notified by April – they are typically around £35.
Please visit the ICO website for further information (www.ico.org.
uk) and also see previous issues of the magazine (available online in
the ember’s Area of the website) as we have covered the area of
Data Protection for ADI businesses extensively.
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Who does the GDPR apply to?
The GDP applies to ‘Data Controllers’ and ‘Data Processors’ of an individual’s
personal data. This can be any pupil records (including any contact details, financial
information etc). Therefore the business would be the Data Controller or Processor.
A Data Controller determines the purposes and means of processing personal data.
A Data Processor is responsible for processing personal data on behalf of a data
controller.
If you are a data processor, the GDPR places specific legal obligations on you;
for example, you are required to maintain records of personal data and processing
activities. You will have a legal liability if you are responsible for a breach.
However, if you are a data controller, you are not relieved of your obligations where
a data processor is involved – the GDPR places further obligations on you to ensure
your contracts with data processors comply with the GDPR.
The GDPR applies to processing carried out by organisations operating within the
EU. It also applies to organisations outside the EU that offer goods or services to
individuals in the EU.

What information does
the GDPR apply to?
Personal Data
The GDP applies to ‘personal data’

meaning any information relating to an
identifiable person who can be directly
or indirectly identified in particular by
reference to an identifier.

This definition provides for a wide

range of personal identifiers to constitute
personal data, including name,

identification number, location data or
online identifier, reflecting changes in

technology and the way organisations
collect information about people.

The GDPR applies to both automated

personal data (electronic files,

databases, data stored online) and to
manual filing systems (paper based).
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Where should I start?
It is recommended you start by reviewing all the personal data you hold including the
method of retaining the data either electronically or hardcopy. Consider why you hold
the data and how long for.
•
If you are holding personal data for any reason other than its original purpose,
you may need the consent of the individual
•
If you are holding data for legitimate business interests ensure this has been
explained to your data subjects (customers and pupils). Advise them why you
hold the data and for how long, how it will be disposed of and what their individual
rights are. Easiest method is to include this in any T&Cs or pupil contracts
•
Review how secure your IT systems and hardcopy filing systems are – conduct a
risk assessment and consider how you might mitigate a data breach. Remember
tablets and smartphones are also considered part of these data storage systems
•
If you have a website, review your privacy policy to encompass GDPR
•
eview and update your Data Protection Policy – and establish one if you haven’t
got one in place already
The ICO document ‘12 Steps to take now’ is very helpful in getting you started. This
can be found in Issue 11 2017 of Driving Instructor or at:
https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-thegdpr-12-steps.pdf

What are the rights
of data subjects
(individuals – pupils,
past, present and
future – i.e. target
customers)?
The GDPR provides the following rights
for individuals:
1. The right to be informed
2. The right to access
3. The right to rectification
4. The right to erase
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. Rights in relation to automated
decision making and profiling

The GDPR applies to both automated personal data (electronic files, databases,
data stored online) and to manual filing systems (paper based)
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The information you must supply
The information you must supply about the processing of personal data must be:
• Concise, transparent, intelligible and easily accessible;
• Written in clear and plain language, particularly if addressed to a child; and
• Free of charge.
When obtaining data directly from individuals you must supply the following information:
• Identity and contact details of the data processer
• Purpose of the processing and the lawful basis for processing
• The legitimate business interest of the data controller or third party – where applicable
• Any recipients of the personal data
• Details of any transfers to a third country and safeguards
• Retention period or criteria used to determine the retention period
• The existence of individuals rights
• The right to withdraw consent at any time
• The right to lodge a complaint with the supervisory authority – in the UK this is the
Information Commissioners Office (ICO).
• Whether the provision of personal data is part of a statutory or contractual requirement or
obligation and possible consequences of failing to provide personal data.
• The existence of automated decision making, including profiling and information about how
decisions are made, the significance and the consequences.
You must not use personal data for any purpose other than its original intent, for
example use registered learner data to compile a database for marketing your
products. To do this you require specific additional consent. There is very definitive guidance
under GDPR regarding consent and we strongly recommend you refer to the ICO to avoid any
probability of sanctions or fines (https://ico.org.uk/for-organisations/guide-to-the-general-dataprotection-regulationgdpr/lawful-basis-for-processing/consent/).
As helpful as DIA would wish to be on this subject we are not qualified to provide specific
GDPR advice (and no ADI association is). We are not familiar with all the types of data you
hold as providers, you are all very different with unique requirements for your business,
operating in diverse areas of driver training in diverse roles, and with diverse customer bases.
Therefore, it is very important and in your best interest to review all aspects of GDPR and
understand how they relate to your business.
The Information Commissioners Office are exceptionally helpful, there are numerous
documents and examples to draw upon to guide you and help you understand your
legal obligations of GDPR and their helpline team are great at giving advice on a wide range of
data protection issues – just give them a call on 0303 123 1113 or visit ico.org.uk.
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